&

SO
3 M

WADHAM
COLLEGE

UNIVERSITY OF OXFORD

6

Wadham College

Privacy Notice

Contents

O 1Y o o YU o d o 1 E AV [V g Lo o T SR 2
2. FUMhEr iINFOrM@tion.....cocue et ettt b e b e s bt sae e st e e be e beesbeesaeesaee e 2
3. Wadham College Contact DEtailS.......cccuiiiiiciiiiiiiiie ettt see et e e e sbee e e e eabee e e e sareee e eeares 3
4. Whatis your personal data and how does the law regulate our use of it? .......cccccoveeeiciiieicciiee e, 3
5. HOW We 0btain YOUT data....cuuiiiiiiiee et e e e et e e e e sab e e e e e b ee e e e naree e e enrees 3
6. The lawful basis on which we process Your data.........cceeieeiiiiieciiee e e e 3
Y L=To ] ot 1= <o oY A - - PP PR 4
8. Criminal OffENCE data...cccueiiieiiee ettt st sr e s e aeeene e 5
9. Details of our processing activities, including our lawful basis for processing.........ccccoceeeeeiieeeeccieeeennee. 5
10. How we share and protect YOUr data.......cc.ueiicciiiiiiciie et e e e s re e e sseraee s 5
11. Automated deCiSION-MaKING ........ccoiiiiiiieiiiie ettt ecre e e et e e e e stae e e e abaeeeesabaeeeessaeeesansbeeesansraeans 6
12. HOW IONG WE KEEP YOUI Aata..uuiiiiiiiiiieiiiiiie ettt ettt ee ettt e et e e e s te e e e st v e e e s bt e e e sntaeeesssaaeesnnsseeesnnsseeens 6
13. Your legal rights OVEr YOUF Qata.......cueiiieiuiiie ettt e e et e e e e ctae e e e atae e e eeataeeeensaeeesnsbeeesannaeeans 6
14. Future changes to this Privacy NOLICE .....ccuiiiiiiciee e e e raa e e s a e e e sseaeee s 7

Revision history

Version | Date Changes & Approvals

0.1 20 May 2018 Draft for Discussion

0.2 21 May 2018 Incorporating comments from GDPR Advisor, HR Manager, Academic Records
Manager

0.3 21 May 2018 Incorporating changes from GDPR Advisor

0.4 23 May 2018 With comments from Finance Committee

1.0 23 May 2018 Approved for publication by Governing Body

1.1 24 May 2018 Minor edits




Privacy Notice Wadham College

1. About this privacy notice

This notice explains what personal data Wadham College holds about you, how we use it internally, how we
share it, how long we keep it and what your legal rights are in relation to it. In this notice, Wadham College
may also be used to mean its subsidiaries and affiliates: Wadham College Services Ltd, Wadham College
Design & Build Ltd, and Boathouse Consortium Ltd. It should be read in conjunction with the “further
information” document(s) relevant to the relationship we have with you as an individual; this further
information forms a part of this privacy notice and should not be read in isolation. For more details
provided see section 2.

This privacy notice applies to all those whose personal data is processed by Wadham College. This notice
does not form part of any contract of employment or other contract to provide services.

For the parts of your personal data that you supply to us to us, this notice also explains the basis on which
you are required or requested to provide the information. For the parts of your personal data that we
generate about you, or that we receive from others, it explains the source of the data.

There are some instances where we process your personal data on the basis of your consent. This notice
sets out the categories and purposes of data where your consent is needed.

2. Further information

Further information relevant to different groups and activities is covered in more detail, specifically how
data is obtained and processed, the lawful basis for doing this, and expected retention periods. We have
indicated in the sections below when you should refer this further information. Depending on your
circumstances, you may find that more than one of these further information sheets is relevant to you. Itis
important that you read this privacy notice together with the further information. This can be found on the
College GDPR webpage:

Students and applicants

e Qutreach
e Potential students and applicants

e Current students

Staff and applicants

e Applicants for academic or non-academic roles at Wadham

e Current and former academic and non-academic staff and others who have an association with the
College

Other operational areas of the College

e Financial, commercial and related administration (records relating to financial administration for
members of the College but also suppliers/contractors, property transactions, and other accounting
purposes)

e Security, maintenance and health and safety (including how we use CCTV)
e [T systems (including how we monitor internet and email usage)

e College Archives
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Separate privacy notices are available on the College’s GDPR webpage for:

e our alumni and donors (including what financial information we hold about our alumni and how we
use it when considering fundraising initiatives);

e Website and cookies (including how we monitor use of our website).

3. Wadham College Contact Details

If at any point you have questions about our privacy notice, or how we are using your data, please get in
touch with us using the contact details below or refer to relevant further information for departmental
contacts.

Data Protection Officer, Wadham College, Parks Road, Oxford OX1 3PN
Email: data.protection@wadham.ox.ac.uk; Tel: 01865 277900.

4. What is your personal data and how does the law regulate our use of it?

“Personal data” is information relating to you as a living, identifiable individual. We refer to this as “your
data”.

Data protection law requires Wadham College (“us” or “we”), as data controller for your data:

e To process your data in a lawful, fair and transparent way;

e To only collect your data for explicit and legitimate purposes;

e To only collect data that is relevant, and limited to the purpose(s) we have told you about;
e To ensure that your data is accurate and up to date;

e To ensure that your data is only kept as long as necessary for the purpose(s) we have told you
about;

e To ensure that appropriate security measures are used to protect your data.

5. How we obtain your data

Data that we hold on you may come from different sources: we might receive it from you; we might create
it ourselves, or we might receive it from a third party. For further information, please click the relevant
link(s) below (opens in a new window). It may be that more than one link is relevant to you, depending on
your circumstances.

Please refer to section 2 for further details on how we obtain your data.

6. The lawful basis on which we process your data

The law requires that we provide you with information about the lawful basis on which we process your
personal data, and for what purpose(s).

Most commonly, we will process your data on the following lawful grounds:

e Where it is necessary to perform the contract we have entered into with you;
e Where necessary to comply with a legal obligation;

e Where it is necessary for the performance of a task in the public interest;
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e Where it is necessary for our legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests.

We may also use your personal information, typically in an emergency, where this is necessary to protect
your vital interests, or someone else’s vital interests. Vital interests are intended to cover only interests
that are essential for someone’s life and generally only applies to matters of life and death. In a small
number of cases where other lawful bases do not apply, we will process your data on the basis of your
consent.

Further protection is applied in the case of “Special Categories” of personal data as set out below.

7. Special category data

"Special categories" of particularly sensitive personal information require higher levels of protection. We
need to have further justification for collecting, storing and using this type of personal information.

The Special Categories of personal data consist of data revealing:

e racial or ethnic origin;
e political opinions;
e religious or philosophical beliefs;
e trade union membership;
e genetic data;
e biometric data for the purpose of uniquely identifying someone;
e data concerning health;
e data concerning someone's sex life or sexual orientation.
We may process special categories of personal information in the following circumstances:
e Where processing is necessary for the purposes of performing or exercising obligations or rights

which are imposed or conferred by law on the Wadham College or you in connection with
employment, social security or social protection; or

e With your explicit written consent; or
e Where it is necessary in the substantial public interest, in particular:
o for the exercise of a function conferred on Wadham College or anyone else by an
enactment or rule of law; or
o for equal opportunities monitoring;

e Where the processing is necessary for archiving purposes in the public interest, or for scientific or
historical research purposes, or statistical purposes, subject to further safeguards for your
fundamental rights and interests specified in law.

o The safeguards are that the processing must (a) not be likely to cause substantial damage
or substantial distress to you or another individual; and/or (b) must not be carried out for
the purposes of measures or decisions with respect to you or another individual, unless the
purposes for which the processing is necessary include the purposes of approved medical
research. In addition, the processing must also be in the public interest.

We have in place appropriate policy documents and/or other safeguards which we are required by law to
maintain when processing such data.
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Less commonly, we may process this type of information where it is needed in relation to legal claims or
where it is needed to protect your vital interests (or someone else's interests) and you are not capable of
giving your consent, or where you have already made the information public.

Further legal controls apply to data relating to criminal convictions and allegations of criminal activity. We
may process such data on the same grounds as those identified for “special categories” referred to above.

8. Criminal offence data

To comply with Wadham College’s legal obligation to ensure, so far as is reasonably practicable, that its
staff, students and visitors are not exposed to health and safety risks, and in order to carry out due
diligence in financial and other contractual areas, we will process details of any relevant criminal
convictions, allegations or charges. This may be publicly available information or, in the case of students
and staff, this may be data that we ask you to declare to us when you apply to us, or which arise during
your association with the College. We will also process data for Disclosure and Barring Service checks that
we request.

The processing of criminal offence data is permitted as it is necessary for reasons of substantial public
interest, the exercise of a protective function, or the prevention or detection of unlawful acts. In these
cases, processing must be carried out without your consent so as not to prejudice the exercise of that
function.

9. Details of our processing activities, including our lawful basis for
processing

For information on how and why we process your data and the lawful basis on which we rely, please click
the relevant link(s) for further information under section 1 above. It may be that more than one link is
relevant to you, depending on your circumstances. A full record of our processing activity is also available
from the Data Protection Officer (contact details in section 3).

10. How we share and protect your data

Where your personal data is shared, we will only do this in appropriate circumstances, by secure means,
and with the relevant data sharing agreements in place. We do not, and will not, sell your data.

Your personal data may be shared within the collegiate University of Oxford or with third-parties including
those working on our behalf and others, such as government agencies, where the sharing of data is
required or necessary in order to carry out our duties. Third parties working on our behalf will only process
your personal data on our instructions and where they have agreed to treat your data confidentially and to
keep it secure. We only permit them to process your personal data for specified purposes. We do not
allow our third-party service providers to use your personal data for their own purposes nor to keep your
data after the processing is complete.

More extensive information on the categories of recipients of your data is set out in a table on the College
GDPR webpage.

Sharing your data outside the European Union (EU)

Although most of the data we collect, store and process stays within the UK, some information may be
transferred to countries outside the European Union (EU). The law provides various further safeguards in
such cases.

This privacy notice should be read in conjunction with the relevant further information Page 5


https://www.wadham.ox.ac.uk/governance/wadham-college-gdpr-framework
https://www.wadham.ox.ac.uk/governance/wadham-college-gdpr-framework
https://www.wadham.ox.ac.uk/governance/wadham-college-gdpr-framework

Privacy Notice Wadham College

When you are resident outside the EU in a country where there is no “adequacy decision” by the European
Commission, and an alternative safeguard is not available, we may still transfer data to you which is
necessary for performance of your contract with us.

Otherwise, we may transfer your data outside the European Union, but only for lawful purposes and
provided either:

e There is a decision of the European Commission that the level of protection of personal data in the
recipient country is adequate; or

e Appropriate safeguards are in place to ensure that your data is treated in accordance with UK data
protection law, for example through the use of standard contractual clauses; or

e Thereis an applicable derogation in law which permits the transfer in the absence of an adequacy
decision or an appropriate safeguard.

Additional information on the measures taken Wadham College to safeguard your personal information is
provided in our data protection and information security policies on the College’s GDPR webpage.

e Wadham College Data Protection Policy

e Wadham College Information Security Policy

11. Automated decision-making

We do not envisage that any decisions will be taken about you based solely on automated means, however
we will notify you in writing if this position changes.

12. How long we keep your data

We retain your personal information for as long as necessary to fulfil the purposes for which it was
collected, including for the purpose of satisfying any legal, accounting or reporting requirements.

Retention periods may increase as a result of legislative changes, e.g. an increase in limitation periods for
legal claims would mean that Wadham College is required to retain certain categories of personal data for
longer. Any such changes will be reflected in updated versions of the Further Information relevant to the
relationship which you have with us.

If there are legal proceedings, a regulatory, disciplinary or criminal investigation, suspected criminal
activity, or relevant requests under data protection or freedom of information legislation, it may be
necessary for us to suspend the deletion of data until the proceedings, investigation or request have been
fully disposed of.

Please note that we may keep anonymised statistical data indefinitely, but you cannot be identified from
such data.

Guidance on expected retention periods is included in the further information sheets for different groups
available under section 2 above. A full record of our processing activity is also available from the Data
Protection Officer (see section 3 contact details).

13. Your legal rights over your data

Subject to certain conditions and exception set out in UK data protection law, you have:

e The right to request access to a copy of your data, as well as to be informed of various information
about how your data is being used;
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e The right to have any inaccuracies in your data corrected, which may include the right to have any
incomplete data completed;

e The right to have your personal data erased in certain circumstances;

e The right to have the processing of your data suspended, for example if you want us to establish
the accuracy of the data we are processing;

e The right to receive a copy of data you have provided to us, and have that transmitted to another
data controller (for example, another University or College);

e The right to object to any direct marketing (for example, email marketing or phone calls) by us,
and to require us to stop such marketing;

e The right to object to the processing of your information if we are relying on a “legitimate
interest” for the processing or where the processing is necessary for the performance of a task
carried out in the public interest;

e The right to object to any automated decision-making about you which produces legal effects or
otherwise significantly affects you;

e Where the lawful basis for processing your data is consent, you have the right to withdraw your
consent at any time. This will not affect the validity of any lawful processing of your data up until
the time when you withdrew your consent. You may withdraw your consent by contacting the
College’s Data Protection Officer (see section 3) or the contact listed in the relevant further
information.

Further guidance on your rights is available from the Information Commissioner’s Office
(https://.ico.org.uk/). Please get in touch with the College’s Data Protection Officer (see section 3) or the
contact listed in the relevant further information if you are considering how or whether to exercise your
rights. Some of your rights are not automatic, and we reserve the right to discuss with you why we might
not comply with a request from you to exercise them.

You have the right to complain to the UK'’s supervisory office for data protection, the Information
Commissioner’s Office at https://ico.org.uk/concerns/ if you believe that your data has been processed
unlawfully.

14. Future changes to this privacy notice

We may need to update this notice from time to time, for example if the law or regulatory requirements
change, if technology changes or to make the Wadham College or University’s operations and procedures
more efficient. If the change is material, we will give you not less than two months’ notice of the change so
that you can exercise your rights, if appropriate, before the change comes into effect. We will normally
notify you of the change by email or via a notice on our website.

You can access past versions of our privacy notices on the College’s GDPR webpage.
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